NHOPOPMALIMOHHASA TAMSATKA
JJI OBYYAIOIIUXCA AJISA PASMEINEHUA
HA OOUIIUAJIBHBIX UHTEPHET-PECYPCAX

C KaXIbIM TOJIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, 8 IIKOJBHUKH OHHU M3 CaMbIX
aKTHBHBIX MoJsib3oBaTenell Pynera. Mexay TeM, MOMHMO OTPOMHOIO KOJMYECTBa BO3MOXKHOCTEH,
MHTEPHET HeceT U NMPOoOJIeMBL. DTa MaMsTKa T0JKHA IOMOYb TeOe 0€301MacHO HaXOAUTHCS B CETH.

Komnbrorepabie BUpyChI

KoMmmnbroTepHblii BUPYC - 3TO Pa3sHOBUIAHOCTh KOMIIBIOTEPHBIX IIPOrpamMM, OTIMYUTEIbHOU
0COOEHHOCTBIO KOTOPOH SIBISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHUIO. B JomosHeHHe K 3ToMy, BUPYChHI
MOTYT TOBPEAUTh WM TIOJHOCTHIO YHHYTOXXUTh Bce (ailapl W JaHHBIE, TOIKOHTPOJIBHBIC
M0JIb30BATENI0, OT UMEHU KOTOpPOro Obula 3alylleHa 3apaKeHHas MpOrpaMMa, a TakKe MOBPEIAUTH
WIA JaXe YHUYTOXXHUTH OIEPALMOHHYIO CHUCTEMY CO BceMHu (aiimamu B 1enoM. B OonbmimHCTBE
CJIy4aeB pacIpOCTPAHAIOTCSA BUPYCHI YEPE3 UHTCPHET.

Mertoas! 3aIlIUTHI OT BPEJOHOCHBIX IPOTPaMM:

1. Ucnionw3yit COBpeMEHHBIE ONEPAIIMOHHBIE CUCTEMBI, UMEIOIIUE CEPhE3HBIN YPOBEHB 3aIUTHI
OT BPEAOHOCHBIX IIPOrpamMM;

2. TlocTosHHO ycTaHaBiIMBal mauTH (UUQPPOBBIE 3alIaTKH, KOTOpblE aBTOMAaTHUYECKH
YCTAQHaBJIMBAIOTCS € LEJIBI0 JOPAaOOTKHM NPOrpaMMbl) U JAPYrHe OOHOBIICHUSI CBOEH OINEPALMOHHOM
cucteMbl. CkaunBail X TOJNBKO ¢ opUIHATIBHOTO caiita pazpadorunka OC. Ecnu cymecTByeT pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIOUH €T0;

3. Paboraii Ha cBoEM KOMIIBIOTEPE IIOJ IMpaBaMU IIOJIb30BATEIA, 4 HE aAMHUHUCTPATOpA. 910 HE
IIO3BOJIUT 6OHBH_II/IHCTBy BPCAOHOCHBIX IIPpOrpaMM HHCTAJUIMPOBATLECA Ha TBOCM IICPCOHAIBHOM
KOMIIBIOTEPE,

4. Hcmonb3yil aHTUBUPYCHBIC MPOTPAMMHBIC MPOAYKTHl HM3BECTHBIX TMPOHM3BOJIUTEIICH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannyb PU3NYECKHUI TOCTYI K KOMIBIOTEPY I IOCTOPOHHUX JIUIT;

6. Hcnonb3yil BHEIIHWE HOCUTENM HHPOpMAIUH, Takue Kak (ruemka, AUCK Wik ¢ain u3
WHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOUHUKOB;

7. He oTKpbIBaii KOMIBIOTEPHBIE (DAIIBI, OTYYEHHbIE U3 HEHAJE)KHBIX HUCTOUYHUKOB. Jlaxke Te
(ailnbl, KOTOpbIE PUCIIA TBOM 3HAKOMBIN. JIyyllle yTOuHHM y HEro, OTHPABIISUI JIU OH TeOe uX.

Cern WI-FI

I-Fi - 3T0 HEe BHJ epeauy JaHHBIX, HE TEXHOJIOTHUS, a BCETo JIMIIb OpeH, Mapka. Eie B
Wi-Fi , , 0 , E 1991
rojlly HHIEpiaHjAcKas KoMmmanus 3apeructpupoBasia Openn "WECA", dro o06o3Hauano
cnoBocoueranue "Wireless Fidelity", kotopslii nepeBoauTcs kak "06ecrpoBoiHas TOUHOCTH".

Jlo Haiero BpeMeHH JIoNIIa Apyras abOpeBrarypa, KOTOpas sSIBISIETCS TaKOW )K€ TEXHOJIOTHEH.
Ot1o abOpeBuarypa "Wi-Fi". Takoe HazBaHMe OBUIO TaHO C HAMEKOM Ha CTaHAAPT BBICIICH 3BYKOBOM
texuuku Hi-Fi, uro B mepeBose o3HauaeT "BHICOKAs TOUHOCTH'.

Jla, OecnnaTHBIA HWHTEPHET-IOCTYN B Kade, OTENSIX M adpornoprax SBISETCS OTIMYHOMN
BO3MOXKHOCTBIO BBIXOJIa B MHTEpHET. Ho MHOTME 3KCHepThl cyMTaroT, 4to oOiemoctynHbie Wi-Fi
CETH HE ABIIAIOTCS 0€30IaCHBIMHU.

CoBeThl 10 6€30MaCHOCTH pabOThI B 00MIETOCTYMHBIX ceTsix Wi-fi:



1. He mepenaBaii cBoro juuHyto uHbopmalmio dyepes odmenoctynasie Wi-Fi cetn. Paboras B
HHUX, KCJIAaTCJIIbHO HC BBOAUTDL IMAPOJIXU JOCTYIIA, JIOTHUHBI U KAKHUC-TO HOMEPA,

2. Hcnonws3yil u OOHOBISN aHTUBUPYCHbIE NporpaMMbl U OpaHamayep. TeM cambIM Tbl
o0e3onacunib ceds 0T 3aKaYKU BUpYyca Ha TBOE YCTPOHCTBO;

3. Ilpu ucnonp3oBanun Wi-Fi otkmoun ¢ynkuuro "OOmmii goctyn K daiiam u npunTepam”.
JanHas QyHKIUS 3aKpbITa M0 YMOJYAHHIO, OJTHAKO HEKOTOPBIC TOJIB30BATENI aKTUBUPYIOT €€ IS
y100CcTBa HCIIOIB30BaHUA B paboTe WiH yueoe;

4. He ucnons3yit nyoanunsii WI-FI mig nepenaun Tu4HbIX JaHHBIX, HAPUMEp JUIS BBIXOJa B
COLIMAJIBHBIE CETU WU B DJIEKTPOHHYIO II0UTY;

5. Ucnone3yii Tonbko 3amuiieHHoe coequnenue yepes HTTPS, a ue HTTP, T.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B MmoOomnpHOM Tenedone otkimoun ¢yHknuto "Tlogkmouenne k Wi-Fi aBromatuuecku". He
JIOTTyCKail aBTOMAaTHYECKOTO MOJIKII0YEeHUs ycTpoiicTBa K ceTssiM Wi-Fi 6e3 TBoero cormacusi.

CouunajbHble CeTH

COL[I/IEUIBHBIC CCTH AKTHBHO BXOAAT B HaAIly KHW3Hb, MHOT'MC JIIOJH pa60Ta}0T " KHUBYT TaM
HOCTOSIHHO, a B Facebook yxke 3apeructprpoBaH MHILTHAP]] YEIOBEK, YTO SIBISICTCS OIHOM CelbMOM
BCeX JKUTeJIeH T1aHeTsl. MHOTHe ToIh30BaTeNIN HE IIOHUMArOT, 4YTO I/IH(l)OpMaIII/IS'I, pasMCUICHHAasA MU
B COLMAIBHBIX CETSAX, MOXET OBITh HaliJiecHa W HCIIONb30BaHa KEM YTOJHO, B TOM YHCJIE HE
00s13aTeNBHO ¢ OJIaruMU HaMEPEHUSIMH.

OCHOBHBIE COBETHI 10 0€30IIaCHOCTH B COIMAJIPHBIX CETAX:

1. Orpannyb CMCOK Apy3ei. Y TeOsS B APY3bsIX HE JOJDKHO OBITh CIIYYaHBIX MU HE3HAKOMBIX
JIoeH;

2. 3ammimai CBOIO 4YacTHYIO XKH3Hb. He yka3sbpiBail mapousin, TeneqoHBI, ajapeca, JaTy TBOETO
POXKIEHUS W JpYryl0 JHYHYIO HH(pOpManuio. 3JI0YMBIIICHHUKH MOT'YT HCIHOJb30BaTh JaXe
MH(POPMAIIHIO O TOM, KaK Thl M TBOH POAUTEIH IUIAHUPYETE MPOBECTH KAaHUKYJIBL;

3. 3amumiai CBOI PENmyTaIuio - JCPKH €€ B YHCTOTE M 3ajaBail cebe BOIMPOC: XOTes ObI ThI,
4yTOOBI Jpyrue IOJIb30BAaTeNM BHJEIM, YTO Thl 3arpyxkaems? Ilomymaid, mpexiae uYeM uTO-TO
OonyOJIMKOBaTh, HAITMCATDH U 3aTPy3UTh;

4. Ecii TBl TOBOPHILB C JHOAbMH, KOTOPBIX HE 3HACIlb, HE UCIOJIb3YH CBOE PEANBHOE UMS U
JIPYTYIO JTHYHYIO0 HHPOPMAIIMU: UMsI, MECTO JKUTEIILCTBA, MECTO yY4eObI U IPOoYee;

5. N36erait paszmemenus ¢ortorpaduit B MHTEpHETE, T THI M300pa)kK€H HAa MECTHOCTH, TIO
KOTOPOI MO>KHO OIPEIEeTUTh TBOE MECTOIOIOKEHHUE;

6. Ilpm peructpanmuu B COLMATBHOW CETH HEOOXOIMMO HCIOJIB30BaTh CIIOKHBIE MAPOJIH,
cocrosiuiie u3 OykB ¥ U(p U ¢ KOJTUIECTBOM 3HAKOB HE MEHee §;

7. A conuanbHON CeTH, MOYTHl U IPYTUX CaHTOB HEOOXOAMMO MCIOJIb30BATh Pa3HbIE MapOJIH.
Torga ecnu Te€0s1 B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKY MOJIy4aT JOCTYH TOJIBKO K OJHOMY MECTY, a HE BO
BCE Cpasy.

JJIeKTPOHHbBIE JeHbI'H

QHCKTPOHHLIC JACHbI'M - O5TO OYCHb y,Z[O6HBII>i CIoco0 HJ'IaTe)KefI, OAHAKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT IMOJIYUUTH O9TH ACHBI'U.

SHGKTpOHHLIe JCHBI' IIOABHMIIMCH COBCEM HCAABHO MW HMCHHO H3-3a OTOIO BO MHOI'MX



rocyJapcTBax J0 CUX MOp He MPOMHUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (DyHKIIMOHUPYIOT U O HHUX YK€ MPOMHMCAHO B 3aKOHE, Il UX pasJesioT Ha
HECKOJIbKO BHUJIOB - aHOHMMHBIE M HE aHOHMMHbIE. Pa3HHIla B TOM, YTO aHOHHMHBIE - 3TO T€, B
KOTOPBIX pa3pelaeTcst MpoBOJUTh onepanun 0e3 nAeHTU(UKAIMH OJIb30BaTeNs, @ B HEAHOHUMHBIX
UACHTU(PUKAMS TOJIb30BATENS ABISETCS 0053aTENbHOM.

Takxe criegyeT pa3nuyaTh 3JEKTPOHHbIE (UATHBIE AEHBIU (PaBHBI TOCYAAapPCTBEHHBIM BAIIOTaM)
U 3JICKTPOHHbIE HEe(HUATHBIE ACHBIH (HE paBHBI TOCY/IaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 110 0€3011aCHOI paboTe € ANEKTPOHHBIMU JAEHbIAMU:

1. IlpuBsbku Kk cueTry MOOWIBHBIA TenedoH. DTO caMblif ynoOHBI W OBICTPBIM cHocob
BOCCTAHOBUTH JIOCTYII K cyetry. [IpuBs3aHHbIi TenedoH MOMOXKET, eciu 3a0y/enlb CBOU IUIaTeKHBINA
MapoJIb WIM 3aiIelIh HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonb3yit ogHOpa3oBeie maponr. [locne mepexona Ha yCHICHHYIO aBTOpH3AIIO0 TeOe yxKe
He Oy/IeT yrpokKaTh OMACHOCTh KPaXkH WU MepexBaTa IIaTeKHOTO MapoJis;

3. BeiOepu cioxHbiii maposib. [IpecTynHukam OyIeT He MPOCTO yrajaaTh CIOKHBIM HapoJib.
Hanexxnble mapoiu - 3TO Mapoyid, KOTOPbIE COAep’KaT He MeHee 8 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHBIC U MPOIMHUCHBIE OYKBBI, MUPPHI U HECKOJIHKO CHUMBOJIOB, TAKHME KaK 3HAK JoJuiapa, QyHTa,
BOCKJIMIATEIIbHBIN 3HaK U T.11. Hapumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE J0BEPSEIIb.
DJIEeKTPOHHAsI I10YTA

DNEeKTpOHHAas MOYTa - ATO TEXHOJOTUS M IPEJOCTaBISEMBbIE €0 YCIYIU IO IEPECBUIKE U
MOJIYYEHUIO 3JICKTPOHHBIX COOOIICHUN, KOTOPBIE PACIPENESIIOTCS B KOMIbIOTEpHOM ceTu. OOBIYHO
AJIEKTPOHHBIN MOYTOBBIN SIIMK BBITJSIAUT CIEAYIOIIMM 00pa3oM: UMS_IOJIb30BATEIA(@UMS_JIOMEHA.
Taxoxe KpoMe nepeauu MpoCTOro TeKCTa, MMEEeTCsl BO3MOXKHOCTD IiepeiaBaTh (ailibl.

OcHOBHbBIE COBETHI MO O€30MacCHOM paboTe ¢ 3IEKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh NpaBWIBHBIA HOYTOBBIA cepBUC. B HHTEpHETE ecTh OrpoOMHBIN BBIOOD
OecIUIaTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIy4lle JOBEPATh TE€M, KOrO 3HA€llb U KTO NEpPBbIA B
pEUTHHTE;

2. He ykaspBaii B IMYHON mouTe JUYHY0 uHpopmanmtoo. Hampumep, mydmie BBIOpaTH
"My3bIKanbHbIN _(hanat@" unu "pok2013" BmecTo "Temal3";

3. Mcnonp3yi IBYX3TalHYI0 aBTOPHU3AlMIO. JTO KOI/Ia TMOMHUMO Mapois HY>KHO BBOJAUTH KOJ,
npucbulaeMblii mo SMS;

4. BoiOepu CIIOXKHBIN Mapostb. JIJisl KaXXA0ro MOYTOBOTO SIIIMKA JOJKEH OBITh CBOM HaJIC)KHBIH,
YCTOWUYUBBIN K B3JIOMY I1apOJIb;

5. Ecim ecTh BO3MOXXHOCTh HamMCaTh CaMOMY CBOM JIMYHBIA BONPOC, HCIOJIB3YH 3Ty
BO3MOKHOCTB;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX ALIMKOB. [IepBblil 1U1s1 YaCTHON NEPENNCKU € agpecaTaMu,
KOTOPBIM ThI JOBEpPSCIIb. JTO JIEKTPOHHBIM agpec HE HaJ0 HCIOIb30BaTh IIPU PETUCTPALMHA HA
dopymax u caiirax;

7. He oTkpsiBail (aiiipl U Apyrve BIOXKEHUSA B MUCHhMaX, JaXXE€ €CJIW OHHM MPHUILIH OT TBOHMX
npyseid. Jlydiie yTouHu y HUX, OTIPABIISUTH T OHU TeOe 3T (aiiibr;

8. Ilocne oxoHuaHusi pabOTHI Ha MOYTOBOM CEPBHCE TEpe] 3aKPHITHEM BKIAIKUA C CAaTOM He
3a0yab HaXaTh HA "BeiidTu".



Ku6ep0Oy JuIMHT MM BUPTYaJIbHOE H31€BATEJILCTBO

KubepOymnuar - mnpecnegoBaHHe COOOIICHUSMH, COICPIKALIMMHA OCKOpPOJICHHs, arpeccuro,
3allyrHMBaHKe; XYJIUTaHCTBO; COIMAIbHOE OOWKOTUPOBAHHME C IIOMOIIBIO PA3IUYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 110 00pbOE ¢ KNOEPOYIIIMHIOM:

1. He Opocaiicst B 60it. JIydmuii crmoco0: mOocoBETOBAaThCS Kak ce0s BECTHU U, €CJIM HET TOTO, K
KOMY MOXHO 06paTI/ITBC$I, TO BHA4YaJI€ YCIIOKOUTHCH. Ecnu Te1 HaYHEIIb OTBEYATH OCKOp6HeHI/I$IMI/I Ha
OCKOPOJIEHHUS, TO TOJBKO €Ie O0IbIIIe pa30XoKenb KOH(INKT;

2. Yropasinsii cBoell kubeppemnyTaimeii;

3. AHOHMMHOCTB B ceTH MHMMasA. CylIecTBYIOT CLIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BeCTH XyJWUTAHCKHH 00pa3 BUPTyalbHOH XuU3HU. HTEepHET (puKCHpyeT Bce TBOH
JEHCTBUS M COXpAHSIET MX. Y IAUTh UX Oy/IeT KpaitHe 3aTpyIHUTEIIEHO;

5. Cobmroait CBOIO BUPTYAJIbHYIO YECTh CMOJIONY;

6. Urnopupyii emuHuuHbld HeraTuB. OIHOpPa30BbIE OCKOPOUTEIBHBIC COOOIICHHS JTydIle
UrHOpUpoBaTh. OOBIUHO arpeccus MpeKpamaeTcs Ha HayalbHOU CTaIuH;

7. ban arpeccopa. B nporpammax oOMeHa MIHOBEHHBIMH COOOIIIEHUSIMH, B COLIMATBHBIX CETIX
€CTh BO3MOXXHOCTH OJIOKMPOBKH OTIPABKH COOOIIEHUI ¢ ONPEeIeICHHBIX apecoB;

8. Eciu ThI cBuzerens kubepOyumHra. TBoM JEHCTBHA: BBICTYNMTH MPOTHB MpPECiIe0BaTeNs,
MOKa3aTh €My, YTO €ro JEWCTBUS OIIEHHBAIOTCS HETaTUBHO, MOJJEP)KaTh >KEPTBY, KOTOPOHM HY)KHA
MICUXOJIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (PaKTe arpecCUBHOTO TIOBEICHHS B CETH.

MoOunbHbI Tes1eoH

CoBpemeHHble cMapTHOHBI U TUIAHIIETH COAEpKAT B ceOe BIOJHE B3POCHbIN (PyHKIMOHAN, U
Terepb OHU MOTYT KOHKYPHPOBAaTh CO CTAIIMOHAPHBIMH KommbioTepamMu. OIHAKO, CPEJCTB 3aIlUTHI
JUIS IOJTOOHBIX YCTPOMCTB MOKa OYEeHb MaJo. TecTUpoBaHUE U IOUCK YSA3BUMOCTEH B HUX MIPOUCXOIUT
HE TaK MHTeHCHUBHO, Kak /ytst [1K, To e camoe KacaeTcss 1 MOOWIIBHBIX TIPUITOKCHHH.

CoBpemeHHbIE MOOUITIBHBIE Opay3ephl y)Ke MPaKTUYECKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJHAKO
pacmpenue GpyHKIHOHAA BICYET 32 COO0H OOJBIIYIO CIOKHOCTh U MEHBIIYIO 3aIIUIICHHOCTb.

HaJ'ICKO HC BCC IPOU3BOAUTCIIM BBIITYCKAIOT 06HOBJ’I€HI/I${, 3aKpBIBAIOIIUEC KPUTHYCCKUC
YA3BUMOCTHU [JId CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI JJIs1 6€30MacCHOCTH MOOMIIBHOTO TenedoHa:

Huuero He sBisieTcst mo-HactosimieMy OecriaTHbIM. bBynb ocTopokeH, Beab Korma Tebe
npearaiT OecriaTHbI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKUE-TO TUIATHBIE YCIIYTH;

Hymaii, npexxae uyem otnpaButs SMS, ¢orto uinm Buzaeo. Thl TOUHO 3HAEIIb, e OHU OyIyT B
KOHEYHOM UTOre?

Heo6x011M0 0OHOBIIATE ONEPALMOHHYIO CUCTEMY TBOETO CMapT(HOHA;
Hcnionb3yit aHTUBUPYCHBIE POTPAMMBI JJ11 MOOMIIBHBIX TeJIe()OHOB;

He 3arpyxaii mpuiokeHuss OT HEHU3BECTHOIO HCTOYHMKA, BEAb OHU MOTYT COJIepXkKaTh
BPEJOHOCHOE IPOrpaMMHOE 00eCIIeYeHHE;



[Toce Toro Kak ThI BRIMJACIIL C CaiiTa, T/I€ BBOJIWI JUYHYIO HH(POPMAIIMIO, 3aliI1 B HACTPOUKH
Opay3epa u ynamu cookies;

[lepnonnuecku npoBepsii, KaKue IUIaTHBIE YCIIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBaii cBOil HOMEp MOOWJIBHOTO TejedoHA TOJIBKO JIIOASM, KOTOPBIX Thl 3HACHlb U KOMY
JIOBEpSICIIb;

Bluetooth momxeH OBITH BBIKJIIOYEH, KOTJIa Thl UM HE TOJb3yemibcs. He 3a0biBaii mHOTIA
MIPOBEPSATH ITO.
Online urpsi

COBpeMeHHI)Ie OHJIaf/'IH-I/IFpI)I - 9TO KpaCOYHBIC, 3aXBAaThIBAIOIIUC PA3BJICUYCHUA, O6T)CI[I/IH$IIOHII/I€
COTHHU TBICAY YCJIOBCK II0O BCEMY MHUDPY. I/IrpOKI/I HCCIICAYIOT ,Z[aHHHﬁ UM MHUp, O6H.[8.IOTCH Apyr C
APYroM, BBIIIOJIHAIOT 3aJaHusd, CPpaXaroTCd ¢ MOHCTpaMU M IMOJY4YarOT OIIBIT. 3a YAOBOJILCTBUEC OHU
IJIaTAT: MOKYIAOT AUCK, OIIAYUBAKOT a0OHEMEHT WU an/I06peTa10T KaKHC-TO OIILIHNH.

Bce 31 cpeacTBa uayT Ha MOJAEp)KaHUE M PAa3BUTHE UIPHI, @ TaKXKe HAa caMmy Oe30MacHOCTb:
COBEPIICHCTBYIOTCA CUCTEMbl aBTOPH3AIMH, BBITYCKAIOTCS HOBbIE MaTyu (UU(POBBIE 3aIUIaTKHU JJIs
IIPOrpaMM), 3aKpBIBAOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX urpax CTouT OImaCcaTtbCAa HC CTOJIbBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXHu TBOCTO
mapoJi, Ha KOTOPOM OCHOBAaHa CUCTEMaA aBTOpU3allUU OOJIBIINHCTBA Hrp.

OCHOBHBIE COBETHI 110 0€30ITACHOCTH TBOECT'O HUI'POBOI'0 aKKAayHTAa:

1. Ecniu npyroit urpok BezneT celsi MII0X0 WM CO3JaeT Tebe HEMpPUSATHOCTH, 3a0JIOKUPYH ero B
CIMCKE UT'POKOB;

2. HO)KaHYﬁCH AJIMUHHUCTpATOpAaM HUI'Pbl Ha IIJIOXOC IMOBCACHUC OJTOI0 HIPOKA, KEJIATCIBHO
MPUITOKUTH KaKUC-TO N0KA3aTCJILCTBA B BUAC CKPHUHOB;

3. He ykaspiBaii muuHyto nHGOpMaIuIo B rpodaiisie urpsi;
4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycTanaBnuBaii HeoOpUIHAIbHBIEC TATYH U MOJIBI;

6. Vcnonb3y# CIOXKHBIE U pa3HbIC MMAPOJIH;

7. Jlaxxe BO BpeMsl UTPbI HE CTOMT OTKJIIOYaTh aHTUBUpPYC. I10Kka ThI Urpaenib, TBOM KOMIIBIOTED
MOTYT 3apa3HThb.

OUIIMHT WIN Kpaxka JUYHBIX JaHHBIX

OObBIYHOM Kpaskel JeHer U OKyMEHTOB CETOJHS YK€ HUKOTO HE YAWBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJOTUH 3JIOYMBIIIICHHUKN TIEPEMECTHIINCh B HHTEPHET, W MPOJIOJIKAIOT 3aHUMATHCS
"IIF0OUMBIM" IEJIOM.

Tax mosiBUIack HOBasl yrpo3a: MHTEPHET-MOIICHHUYECTBA WU (UILUHT, TIaBHAS LEJIb KOTOPOTO
COCTOMT B TIOJIy4YCHHH KOH(HICHIMATIBHBIX MAHHBIX IIOJIB30BaTeNeii - JIOTMHOB M mapoieid. Ha
aHrIMicKoM s3bike phishing untaetcs kak ¢pummnr (ot fishing - peiOHas 108751, password - maposb).

OcHOBHBIE COBETHI O O0pHOE ¢ HUIIUHTOM:

1. Cnenm 3a cBouM akkayHTOM. Ecnu ThI momo3peBaeiib, YTO TBOSI aHKETa ObLja B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATH €€ U COOOIIUThH aIMUHUCTPATOPAM pecypca 00 3TOM Kak MOXKHO CKOPEe;

2. HWcmonp3yii Oe3omacHble BeO-CAlThI, B TOM YHCJEC, WHTEPHET-MAra3uHOB W IMOUCKOBBIX
CHCTEM,;



3. Hcrnonp3yit crmokHble W pasHble Tapoiaud. Takum oOpa3om, eciau TeOs B3JIOMAIOT, TO
3JIOYMBIIIJICHHUKHU I1OJIy4YaT JOCTYII TOJIBKO K OJJHOMY TBOCMY HpO(l)I/IJ'IIO B CC€TH, a HC KO BCEM,

4. Ecnu 1ebs B3iOManM, TO HEOOXOJUMO MNPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpHIE
no0aBieHbl y Te0s B ApPY3bsIX, O TOM, YTO TeOs B3JIOMalM M, BO3MOXKHO, OT TBOErO MMEHHU OyjeT
pacchlIaThCs ClIaM U CCbUIKU Ha (PUILIMHTOBbIE CANTHI,

5. YcranoBu HazaexHsbli napoib (PIN) Ha MoOUIbHBIN TeneoH;
6. OTKIIIOYM COXpaHEHUe Maposist B Opaysepe;

7. He otkpsiBaii (haiimel U Ipyrue BIOKEHHS B MUCHhMax, JaXke €CIM OHH IMPHIILIH OT TBOUX
npy3eit. Jlydie yTouyHu y HUX, OTIIPABIISIIN JIM OHU TeOe 3T (aiiibl.

Hudposas penyrauus

Hudposas pemyrtauust - 3TO HEraTuBHas WIM IO3UTHMBHAs HMHQopmaunus B ceTH o Tele.
Komnpomerupyromass uHpopmaliys, pa3MelIeHHas B HHTEPHETE, MOXET CEpbe3HbIM 00pa3zom
OTpa3uThCs Ha TBOeW peanbHOU ku3HU. "lludposBas penmyramus" - 3TO TBOM HMHIDK, KOTOPBIHA
dopmupyercs U3 nuHGopMaIK 0 TeOe B UHTEPHETE.

TBoe MecTo XHTENbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOXKEHHE, OCOOEHHOCTU XapakTepa U
pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue mNOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K IYOJUKalUM JUYHOW HHPOpMaLuu B
WnTepHere, HE MOHMMAasi BO3MOXKHBIX MOCIEACTBUN. Thl 1ake HE CMOMKEUIb JA0raJlaThCs O TOM, UTO
dororpadus, pazMelieHHas S JeT Ha3ajl, cTajla IPUYMHOM 0TKa3a NMPUHATH TeOs Ha padoTy.

Kommenrtapuu, pasmenienne TBoux (potorpaduii 1 apyrue 1eHCTBUS MOTYT HE HCUE3HYTH JIaXKe
II0CJI€ TOrO, KaK Thl UX yJaluilb. Thl HE 3Haellb, KTO COXpaHWI 3Ty MH(OpMaIIo, [onaia M OHa B
HIOMCKOBBIE CUCTEMBI M COXPAaHWIACh JIX OHA, a TJIABHOE: YTO MOJYMAIOT O TeOe OKPYKAIOIIUE JII0IH,
KOTOpble HailnyT M yBuzaar 3to. Haiitm mHdopManuio MHOro JeT CIycTs CMOXET JIIoOOH - Kak U3
TOOPBIX TOOYKICHHIA, TAK U C HAMEPEHUEM MPUYUHUTD Bpel. ITO MOXKET OBITh KTO YTOIHO.

OCHOBHBIE COBETHI 110 3aLIUTE HU(POBON pEMmyTaLUH:

1. IToxymaii, mpesxae yeM 4To-TO MyOJMKOBaTh U TIepeaaBaTh y ce0s B 0JI0Te UK B COIMATBLHOM
ceTu;

2. B mHactpoiikax mpoduis yCTaHOBH OrPaHHUYCHHS Ha MPOCMOTP TBOErO MPOQUIS M €ro
COJIEPIKUMOTO, CJIeIaii ero TOJIbKO "is apy3ei";

3. He pasmemaii u He ykaspiBail MHGOpPMAIKIO, KOTOpask MOXKET KOT0-IHOO OCKOPOISATH MU
00MXaTh.

ABTOpCKOE MPaBo

CoBpeMeHHbIE IIKOJFHUKA - AKTUBHBIC MOJB30BaTEH HUPPOBOro mMpocTpaHcTBa. OmHAKO
JJAJIEKO HE BCE 3HAIOT, YTO IOJB30BAHME MHOTHMH BO3MOXKHOCTSIMH IIM(PPOBOrO Mupa Tpedyer
COOJIFOICHMS TIPAB HA MHTEIIEKTYAIbHYIO COOCTBEHHOCTb.

Tepmun "HHTEIIEKTyanbHast COOCTBEHHOCTh' OTHOCHUTCS K  DPa3jJUYHBIM  TBOPEHUSAM
YeJIOBEYECKOr0 yMa, HauyMHas ¢ HOBBIX M300pETEHWH M 3HAKOB, 0003HAUYAIOIIUX COOCTBEHHOCTh HA
NPOAYKTHl U YCIYTH, M 3aKaHuWBasg KHUTaMH, GororpadusiMu, KUHOUIBMAMH U MY3BIKaJIbHBIMU
MIPOU3BEICHUSIMH.

ABTOpCKHE paBa - 3TO MpaBa HA UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha TPOU3BECHUS HAyKH,
JUTEpaTyppl W HUCKycCTBa. ABTOPCKME IIpaBa BBICTYNAIOT B KAauecTBE TIapaHTUM TOIO, YTO
MHTEJIJICKTYyaJIbHbIA/TBOPUECKUI TpyA aBTOpa HEe OyleT HampacHbIM, JacT €My CIpaBelJIMBbIC



BO3MOXKHOCTH 3apaboTaTh Ha pe3yJbTaTax CBOETO TPyZAad, MOJYYUTb H3BECTHOCTb M IPU3HAHHE.
HuxTto 0Oe3 paspemieHuss aBTOpa HE MOXET BOCIPOU3BOJIUTH €ro INPOU3BEICHHE, PACIPOCTPAHSTH,
nyOJINYHO AEMOHCTPUPOBATH, IPOAABATH, UMIOPTUPOBATH, IIYCKaTh B MPOKAT, MyOIMYHO UCHIOIHATD,
MOKa3bIBAaTh/UCIIONHATH B 3(upe Win pa3Meniats B MIHTEpHETE.

UcnonpzoBanue "mupaTckoro" MpOrpaMMHOIO OOeCHedeHHs MOXKET IPUBECTH K MHOTUM
pUCcKaM: OT TMOTEepH JaHHBIX K TBOMM AaKKayHTaM J0 OJIOKHPOBKM TBOErO YCTPOMCTBa, TIzie
YCTaHOBJIEHA HejerajbHas nporpamma. He cTout Takxke 3a0bIBaTh, UTO CYLIECTBYIOT JE€TajbHbIE U
OecIutaTHbIE MPOTPaMMBI, KOTOPbIE MOKHO HAMTH B CETH.

O nopraJie
CereBu4ok.p( - TBOH TIaBHBIA COBETUYMK B CETH. 3€Ch Thl MOXKEIIbh Y3HATh O OE30MACHOCTH B

CCTH MMOHATHBLIM U JOCTYITHBIM A3BIKOM, a IIPU BO3SHUKHOBCHUU KpHTH‘IGCKOﬁ CUTyaluuu 06paT1/m,cs[ 3a
COBETOM. A TaKkxke IPUHATDH Y4aCTHUC B KOHKYpPCax U CTaTb CAMbIM I_II/I(I)pOBBIM Tpa)i(I[aHHHOM!



