NHPOPMAIIMOHHAA ITAMATKA JJIA OBYYAIOLIUXCA [JJIA
PASMEIHIEHHUA HA OOUIIUAJIBHBIX UHTEPHET-PECYPCAX

C KaxapIM TrOJ0OM MOJIOJIC)KM B MUHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOIbHUKHU
OJJHMU W3 CaMbIX aKTHUBHBIX IOJb30Baresie PyHera. Mexay TeM, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOYKHOCTEH, HHTEPHET HECET U MPOOJIEMBbI. JTa MaMsATKa
JIOJDKHA ITOMOYb TeOe 0€30IacHO HAaXOUThHCS B CETH.

KomnbrorepHbie BUPYChI

KoMmbloTepHblii  BUPYC - 3TO Pa3HOBUJIHOCTh KOMIBIOTEPHBIX MPOTPaAMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTH K Pa3MHOXKECHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOTYT MOBPEIUThH WM MOJHOCTHIO YHHUUTOXHUTh
Bce (hailyibl U JaHHbIE, TOJKOHTPOJIbHBIE MTOJIb30BATENI0, OT UMEHU KOTOPOTro Obliia
3almynieHa 3apaKeHHash Mporpamma, a TaKKe MOBPEIUTh WM AK€ YHUYTOXKHUTh
OTIEpAIOHHYIO CUCTEMY CO BceMH (haiiiamu B 1esoM. B OOJIBLIMHCTBE CilydaeB
pacpoCTPaHsAIOTCS BUPYChI UEPE3 UHTEPHET.

MGTOIII)I 3aIlMTHI OT BPEAOHOCHBIX IIPOIrpaMM.

1. Ucnonb3yidi COBpPEMEHHBIE OIEPAIIMOHHBIE CUCTEMBI, HUMEIOIIUE CEPHE3HBIN
YPOBEHb 3aIIUThI OT BPEIOHOCHBIX IIPOIPamMM;

2. IlocrosHHo ycraHaBnuBaii mauth (IM@poOBBIE  3alUIaTKH, KOTOPHIC
aBTOMATHYECKH YCTAHABJIMBAIOTCS C IIEIBIO JOPAOOTKH MPOrpaMMBbl) M JAPYTHE
OOHOBJICHHS CBOEH onepalinoHHOM cucTeMbl. CKaunBaid MX TOJIBKO C O(UIIMATIBLHOTO
caiita pazpadorunka OC. Eciu cymiecTByeT pexkuM aBTOMaTHIECKOTO OOHOBJICHMS,
BKJIIOYH €T0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpE TMOJ[ TMpaBaMHU TOJB30BATENsA, a He
aJMUHHUCTpATOpa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrpaMm
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnomb3yl  aHTUBHPYCHBIC  IMPOTPAMMHBIE  TMPOJYKTHI  W3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBIICHHEM 0a3;

5. Orpannub (pU3NYECKUN JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnonp3yil BHELUIHUE HOCUTENIM MH(OpMaAIUu, Takue Kak (enika, JUCK WU
¢aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,;

7. He oTKkpbiBaii KOMIBIOTEpHbIE (alibl, TOJYyYECHHbIE W3 HEHAJCKHbIX
UCTOYHUKOB. Jlaxke Te (pailyipl, KOTOpHIE MpUCIa TBOM 3HAKOMBIH. Jlydiie yrounu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Cerun WI-FI

Wi-Fi - 570 He BUI NIepe1auu TAHHBIX, HE TEXHOJIOTHS, a BCETO JIUIITL OPeHI, MapKa.
Eme B 1991 rony Hunmepmanackas kommnanus 3apeructpupoBaia opena "WECA",



410 0003Hauano ciaoBocoueranue "Wireless Fidelity", koTopblii mepeBoIUTCS Kak
"OecrnpoBOiHAS TOYHOCTH".

Jlo Hamiero BpeMEHH JoIlIa Jpyras adb0peBHaTypa, KOTopas SBISICTCS TaKOW Ke
TexHoJoruen. I1o abopeBuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaHJapT BBICIICH 3ByKoBO# TexHUKHU Hi-Fi, 94T0 B mepeBoie 03HauaeT "BhICOKas
TOYHOCTB".

Jla, OecruiaTHBIM HMHTEPHET-TOCTYI B Kade, OTEIAX W adporopTax SBISCTCS
OTIIMYHOM BO3MOKHOCTHIO BBIX0/1a B MHTepHET. HO MHOTHE SKCTIEPTHI CUUTAIOT, YTO
obmenoctynusie Wi-Fi cetu He SIBISIOTCS O€3011aCHBIMH.

CoBeTsblI 10 0€30MaCHOCTH PabOTHI B 00MIEOCTYMHBIX ceTsix Wi-fi:

1. He nepenasaii cBoro IMuHy0 HHpOpMaLHio yepe3 odmenocrynubie Wi-Fi ceru.
Paborass B HUX, JK€JIaTeIbHO HE BBOJIUTH HApOJIM JOCTyNa, JIOTUHBI U KaKUe-TO
HOMeEpa;

2. Ucnonb3yit 1 OOHOBIISI aHTUBUPYCHBIE ITPOrpaMMbl U Opanamayep. Tem caMbim
Thl 00€30MacuiIb ce0s OT 3aKaYKU BUPYCa Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkimtoun gyskiuio "OOumit qoctyn K (aitnam u
npuHTepam". JlanHass (QyHKUMS 3aKpbhITa MO YMOJYAHUIO, OJHAKO HEKOTOpHIE
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA MCIIOJIb30BaHUs B paboTe min yuede;

4. He ucnonw3yit myonuunbii WI-FI 11t nepenaun TMYHBIX TaHHBIX, HAIPUMED 15
BBIX0/1a B COLIMAJIbHBIE CETH WM B MJIEKTPOHHYIO IIOYTY;

5. Acnons3y# Toapko 3amuiieHHoe coenuHenue uepe3 HTTPS, ane HTTP, T.e. ipu
Habope Bebaapeca BBOAM UMEHHO "https://";

6. B moOunbHOM Tenedone otkiaroun ¢yHknuto "Tloakmouenue k  Wi-Fi
apTroMarnuecku". He momyckail aBTOMAaTMYE€CKOTO MOJKIIOYEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

ConnajbHble CeTH

CoruanbHble CETH aKTUBHO BXOJST B HAIly >KW3Hb, MHOTHE JIOIW pabOTaIOT H
JKUBYT TaM TIOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MWLUIHAP] YETIOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEJICH ILIaHeThl. MHOTHE ITOJIb30BaTEIN HE
MMOHUMAIOT, YTO MH(OpMaIlms, pa3MeliecHHAs UMH B COITMAIBHBIX CETAX, MOXKET
OBbITh HaliJlcHa W HCIOJb30BaHA KEM YTOJHO, B TOM 4YHCJE HE 0053aTeNbHO C
OJlaruMu HaMEPEHUSIMU.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH B COMAJIBHBIX CCTAX:

1. Orpanuyb cnucok apy3eu. Y TeOsi B APY3bsAX HE JTODKHO OBITh CIyYalHBIX U
HE3HAKOMBIX JIFO/ICH;



2. 3amuinai cBOIO 4acTHYIO *U3Hb. He yka3biBaii maposu, TenedoHsl, aapeca, 1aTy
TBOErO POXKACHUS U JAPYIYIO JIMYHYI0 HH(POPMALMIO. 3JOYMBIIUIEHHUKH MOTYT
UCIIOJIb30BaTh Jlaxke MUH(POpPMAIMIO O TOM, KaK Thl U TBOM POJUTENH IUIAHUPYETE
IIPOBECTH KAHUKYJIBL;

3. 3amuinai cBOO peryTalyIo - IEp>KU €€ B YMUCTOTE U 33aBail cede BOIpoc: X0Tel
OBl TbI, YTOOBI APyrHe MOJIb30BATENM BUIEIH, YTO Thl 3arpyxkaems? Ilogymai,
IPEKIE YEM UYTO-TO OIyOJIMKOBATh, HAIUCATh U 3arPy3UTh;

4. Eciiv Tl TOBOPHUIUB C JIFOJIBMH, KOTOPBIX HE 3HAECIIb, HE HCII0Ib3YH CBOE PEaIbHOE
UMS U APYTyI0 JUYHYIO MHPOpPMAIUHU: UM, MECTO JKUTEIIbCTBA, MECTO y4eObl U
npoyee;

5. UsGeraii pasmemenus ¢otorpaduit B MHTEepHeTe, rae Thl H300pakeH Ha
MECTHOCTH, IT0 KOTOPO¥ MOKHO OTIPECIIUTHh TBOE MECTOTIOIOKCHHE;

6. Ilpu peructpanuu B COIMAIBHONW CETH HEOOXOIUMO HMCIOJB30BAaTh CIIOMKHBIC
NapoJIiv, COCTOSUIME U3 OYKB U (P U C KOJIMYECTBOM 3HAKOB HE MEHEE §;

7. Jlng couuanbHOM CETHU, MOYTHI U JIPYTHX CAUTOB HEOOXOAMMO HCIOJIH30BATh
pasHbie naposin. Toraa eciu Te0s B3IOMAaOT, TO 3JI0YMBIIIJIEHHUKY MOJy4aT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbIE IEHbI'H

DJIEKTPOHHBIE JEHbIM - O3TO OYEHb YAOOHBIM CMOCOO TIUIATEXKEH, OJHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIC XOTAT MOJTYUYUTh ITH JICHBIH.

3J’I€KTpOHHBI€ ACHBI'H IIOABUJINCH COBCEM HCOABHO W HMCHHO H3-3a 3TOIO BO
MHOTI'HX T'OCyJapCTBax 0 CHUX IIOP HC IIPOIIMCAHO ITPO HUX B 3aKOHAX.

B Poccum ke oHM (QYHKIIMOHUPYIOT M O HHUX YK€ MPOIKMCAHO B 3aKOHE, TI¢ HX
pa3IeNsaioT Ha HeCKOJIBKO BUJIOB - aHOHUMHBIC M HE aHOHHMMHBIC. Pa3zHuiia B ToMm,
YTO AHOHUMHBIC - 3TO T€, B KOTOPBIX pa3perniacTcs MPOBOIAUTH OIeparuu 0e3
UJISHTH(PUKAIINY [T0JIH30BaTENs, a B HCAHOHUMHBIX MJSHTU(PUKAIUS OJIb30BaTEIIs
SBJIIETCS 00S3aTEIILHOM.

Taxxe crnenyer  pasnuyarh  OJCKTPOHHBIE  (UAaTHbIE  JACHBIUW  (pPaBHbBI
rOCYJAapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(pUaTHbIE JACHBI'M (HE PaBHBI
rOCyAapCTBEHHBIM BAJIFOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOIN padOTe C IIEKTPOHHBIMU J€HbIAMU:

1. IlpuBsixu K cuery MOOWIbHBIA TeneoH. DTO camblid yIOOHBIA M OBICTPBII
Croco0 BOCCTaHOBUThH AOCTYN K cuery. lIpuBsizanHbld TenedoH MOMOXKET, €CiH
3a0y/enb CBOM IJIATSKHBIA Tapoibh WM 3aiielllb Ha CalT C HE3HAKOMOTO
YCTPOUCTBA;



2. Vcnonb3yii oiHOpa3oBbie napoiu. [locie nepexo/ia Ha yCUIIEHHYIO aBTOPU3ALIMIO
Tebe yxe He OyAeT yrpokaTb OMACHOCTh KpakKh WJIM TepexBaTa IMIATEKHOTO
napoJs;

3. Beibepu crnoxxsabIl mapoib. [IpecTymHukam OyaeT He MPOCTO yralaTh CIOXKHBIHN
napoiib. HajesxHble maposu - 3To mapoJid, KOTOPhIE COJIepKaT He MEeHee 8§ 3HAKOB U
BKJTFOYAIOT B C€0S CTPOYHBIC W IPOMUCHBIE OYKBBI, IU(PPHI U HECKOIHKO CUMBOJIOB,

TAKHUC KaK 3HaK ao0Juiapa, q)YHTa, BOCKJIHH&TCHBHBIﬁ 3HAK W T.II. Har[pHMep,
$tRONng!;;

4. He BBO/IM CBOU JTUYHBIC JJAHHBIC HA CaliTaX, KOTOPHIM HE JOBEPSICIIIb.
JJIEKTPOHHAA MOYTA

ONeKTpoHHAss MO4YTa - ATO TEXHOJOTUS M MPEAOCTaBISIEMbIE €I YCIYI'H I10
MEPECHUIKE U MOJTYUYEHHUIO AJIEKTPOHHBIX COOOIICHUH, KOTOPhIE paclpeieaioTcs B
KOMITBIOTEPHOU ceTH. OOBIYHO SJIEKTPOHHBIA TMOYTOBBIM SIIUK BBITJISAINAT
CJIEIyIOIUM 00pa3oM: UMsI_TOb30BaTensi(@umMs_JtoMmeHa. Takxe Kpome nepeaadu
MPOCTOTO TEKCTA, UMEETCSI BO3MOXKHOCTH MepelaBaTh (ailiibl.

OCHOBHBIE COBETHI 110 OE30IMACHOM pabOTE C IEKTPOHHOM MOUTOM:

1. Hago BeIOpaTh MpaBWIIBHBIN MMOYTOBBIA CEpBUC. B MHTEpHETE €CTh OrpOMHBIN
BbIOOp OECIUIaTHBIX IMOYTOBBIX CEPBUCOB, OJHAKO JIydylle AOBEPSATh TEM, KOTO
3HACIIb U KTO MEPBBIN B PEUTUHTE;

2. He yka3piBaii B JMYHOM MouTe JU4Hyl0 HHbopmarmio. Hampumep, myurie
BbIOpaTh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Temal3";

3. Ucnonb3yil ABYXAITAlHYI aBTOPH3AIlMI0. JTO KOTJa IMOMHUMO MapoJisi HY»KHO
BBOAUTH KOJ, MPUChUIAEMbIA 0 SMS;

4. BeiOepu cIIOXKHBIN 1Tapoib. sl KaKI0ro MOYTOBOTO SIIHMKA JIOJKEH OBITH CBOM
HAJIC)KHBIM, YCTOMYUBBIN K B3JIOMY I1apOJIb;

5. Ecny ecTh BO3MOXXHOCTB HAIMCATh CAMOMY CBOM JIMYHBIN BOIPOC, UCIIOJIB3YH 3Ty
BO3MOYXHOCTB;

6. Mcnosb3yil HECKOJBKO MOYTOBBIX SIIMKOB. [1epBbIi 1711 4aCTHOM NEPENUCKH C
ajapecataMy, KOTOpPbIM Tbl JOBEpsElIb. JTO 3JIEKTPOHHBIM aJpec HE HaJo
UCIOJIb30BaTh NPU PETUCTPALIMU Ha POpyMax U caifTax;

7. He oTkpbIBaii haiiipl U Ipyrue BIOXKEHUS B MUChMaX, JakKe €CIIM OHU MPUIILTH OT
TBOUX Jpy3el. JIyulie yTOUHH y HUX, OTIPABIISUTH JIM OHU TeOe 3TH (Dailiibl;

8. [locne okoH4YaHUsi padOTHI HA MTOYTOBOM CEPBHUCE MEPE]] 3aKPHITUEM BKIIAJIKHU C
caiToM He 3a0y/Jb HaKaTh Ha "BeiiTu".



KubepOyaimHr uiam BUPTyaJbHOE U3/1€BATEILCTBO

KubepOymumuHr - mpeciieloBaHUE COOOIECHUSAMH, COJEPKAIIUMH OCKOPOJIEHUS,
arpeccuro, 3alyruBaHue; XyJUraHCTBO; COLIMAIIbHOE OOMKOTUPOBAHUE C MTOMOIIIBIO
Pa3JIMYHBIX HTHTEPHETCEPBUCOB.

OcHOBHBIE COBETHI 110 O0pHOE ¢ KHOSPOYITUHIOM:

1. He 6pocaiics B 60ii. JIyumuii crioco0: MocoBeTOBaThCSA Kak ce0s BECTH U, €CIIU
HET TOTO, K

KOMY MOKHO OOpaTHThCS, TO BHAa4Yaje YCIOKOUThCA. ECM Thl HAUHENIb OTBEYATh
OCKOPOJIEHUSAMU HAa OCKOPOJIEHHUS, TO TOJIBKO €111 OOJIbIIIE Pa30KKEIIb KOH(DIUKT;

2. Ynpapnsii cBoel kudeppernyTauue;

3. AHOHMMHOCTh B CETH MHHMMasl. CYIHGCTBYI-OT CITOCOOBI BBISICHUTB, KTO CTOHUT 3a
AHOHHUMHBIM aKKayHTOM;

4. He cTouT BecTH XyJUraHCKU 00pa3 BUPTyallbHOMU u3HU. IHTEpHET hukcupyer
BCE TBOM JICCTBUS M COXpAHSET UX. Y JAIUTh UX OYJET KpailHe 3aTpyAHUTEIBHO;

5. Cobiroail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuandHbli HeraTuB. OHOPA30BbIE OCKOPOUTEIBHBIC COOOIICHUS
Jydiiie urHopupoBaTh. OOBIYHO arpeccus MpeKpaliaeTcss Ha Ha4yaalbHOW CTaIuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHSIMH, B
COIIMAJIBHBIX CETSAX €CTh BO3MOYKHOCTh OJOKHMPOBKH OTIPABKHA COOOIICHHHA C
OTIPEJICIICHHBIX a/IPECOB;

8. Ecnmu Thl cBuperens kuOepOyimumHra. TBou NeWCTBHS: BBICTYNUTH IPOTHUB
IpeciieIoBaTeNs, MOKa3aTh €My, YTO €ro JCWCTBUS OLICHMBAIOTCS HETaTUBHO,
NOJAJIEPXKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTMYECKas MOMOUIb, COOOLIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuiabHbIN TesedoH

CoBpemenHble cMapThOHBI U TUIAHIIETHI COJEpkaT B ceOe BIIOJHE B3POCIbIN
GbyHKIIMOHAT, W Temepb OHUM MOTYT KOHKYPHUPOBAaTb CO CTallMOHAPHBIMHU
KoMITbroTepamMu. OHAKO, CPEACTB 3AIIUTHI IJIs1 TIOJJOOHBIX YCTPONUCTB TIOKA OYEHB
Masio. TecTupoBaHUE 1 TOMCK YSI3BUMOCTEN B HUX MPOUCXOAUT HE TAK MHTEHCUBHO,
kak s I1K, To ke camMoe kacaeTcss 1 MOOUJIBHBIX TIPHIIOKSHUM.

CoBpeMeHHbIC MOOWJIbHBIC Opay3epbl YK€ MPAKTHYSCKH JOTHAIM HACTOJIBHBIC
aHAJIOTH, OJHAKO pacHmmupeHne (yHKIMOHAIA BIJIEYET 3a CO0O0M OOJBIIYIO
CJIO’)KHOCTh ¥l MEHBIIIYIO 3aIIHUIICHHOCTb.

I[anelco HC BCC TIIPOU3ZBOAUTCIIA BbIITYCKAIOT O6HOBJ'I€HI/I$I, 3aKPbIBAIOIINC
KPUTHYCCKUE YA3BUMOCTHU AJIsI CBOUX YCTPOﬁCTB.



OCHOBHBIE COBETBI JJIA 0€301acHOCTH MOOMIIBHOTO TGJIC(I)OHB.:

Huuero He siBisieTcs mo-HacrosieMy OecruiaTHbIM. Byabs ocToposkeH, Benb Korna
Tebe mpearaloT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKpPBITHI KaKHE-TO
IIJIATHBIE YCIIYTH;

Hymait, mpexe ueM oTrpaBuTh SMS, ¢hoTo uiu Buaeo. Thl TOUHO 3HACIIb, T/I€ OHU
OyAyT B KOHEUHOM UTOTE?

Heobxoammo 0OHOBIIATH OMEPAIIMOHHYIO CHCTEMY TBOETO cMapThOHa;
Vcnonb3yit aHTHBHPYCHBIE TIPOTPAMMBI JISI MOOMITBHBIX TeJIe(DOHOB;

He 3arpyxaii TpuIOKEHUS OT HEHW3BECTHOTO WCTOYHHKA, BEAb OHU MOTYT
COZIepKaTh BPEIOHOCHOE MPOrPaMMHOE 00ECIICUCHHUE;

[Tocne Toro Kaxk Thl BBIMICIIH C CaliTa, TJIe BBOJWII JIMUYHYIO HH(OpMAIUIO, 3aii11 B
HacTpoiiku Opay3epa u yaaiu cookies;

[leproguaeckn TpoBepsii, KakWe IUIATHBIE YCIYTH AaKTUBHPOBAHBI Ha TBOEM
HOMEPE;

JlaBaii cBoif HOMEp MOOUIILHOTO Telae(dOHa TOJIBKO JIOJISIM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSICIIIb;

Bluetooth nomken ObITH BBIKIIIOUEH, KOTAa Thl UM HE ToJib3yeuibes. He 3a0biBait
WHOT /1A IPOBEPATH 3TO.

Online urpsi

CoBpeMeHHBIC OHJIAWH-UTPHI - 3TO KpPAaCOYHBIC, 3aXBATHIBAIOIINE pPa3BIICUCHUS,
O0OBEIUHSIONINE COTHHU THICSY YEJIOBEK 10 BceMy MUPY. TpOKH UCCIEeTYIOT TaHHBII
UM MU, OOIIAIOTCS JAPYT C IPYTOM, BBITIOTHSIOT 33JJaHuUsI, CPAXKAIOTCS C MOHCTPaAMU
W TIOJYYaloT OMBIT. 32 YIOBOJBCTBUE OHU ILIATAT: MOKYIAOT AUCK, OIJIAYMBAOT
a0OHEMEHT WJIU PUOOPETAIOT KAKHE-TO OTIIUH.

Bce 3T cpenctBa uayT Ha MoOJAep:KaHWE W PAa3BUTHUE WUIPhl, a TAKXKE HA cCaMy
0€30IMacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3ALIMU, BBIITYCKAIOTCS HOBBIC
naTyu (LU@poBbIe 3aIIaTKU ISl IPOTPaMM), 3aKPbIBAIOTCS YI3BUMOCTH CEPBEPOB.

B 1mogoOHBIX Mrpax CTOMT OIlacaThCsi HE CTOJIBKO CBOMX COICPHHUKOB, CKOJIBKO
Kpa)kH TBOETO IMapoJis, HA KOTOPOM OCHOBaHAa CUCTEMa aBTOPHU3AIMU OOJIBIIMHCTBA
Urp.

OCHOBHBIE COBETBI 10 OE30MACHOCTH TBOETO UIPOBOTO aKKAYHTA:

1. Eciu apyroii urpok BeAeT celsi MIOXO WM CO3JaeT TeOe HEeNpUSTHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;



2. Tloxanyiicss agMUHUCTpaTOpaM WIpbl HA ITUIOXO€ TMOBEJEHHE 3TOr0 HUIPOKa,
YKEJATEIbHO MPUJIOKUTh KAKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3sbiBaii muuHy10 HHGOpMaIUIo B podaiiie Urpsl;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBait HeopuiinaabHbIe TTaTYH U MOJIBI;

6. Mcniosib3yil CIOKHBIE U Pa3HbIC MAPOJIH;

7. Jdaxe BO BpeMs UTPbl HE CTOUT OTKJIIOYaTh aHTUBHUpPYC. [loka Tl Urpaenib, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

DOUIIHHT WA Kpaika JINYHBLIX JaHHbIX

OOBIYHON Kpaxked JIEHEeTr W JOKYMEHTOB CETOJHS YK€ HHUKOIOo HE YAWBHIIbB, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUN 3JTI0YMBIIIJICHHUKN MEPEMECTUIUCH B UHTEPHET,
U TIPOJIOJKAIOT 3aHUMATHCS " TFOOMMBIM'" ICIIOM.

Tak mosiBUIach HOBasl yrpo3a: HHTEPHET-MOIICHHUYECTBA WM (DUIIHMHT, TJIaBHAs
1€JIb KOTOPOT'O COCTOMUT B MOJTYYEHUH KOH(UICHIINATBHBIX TaHHBIX M0JIb30BaTeNeH
- JOTMHOB M mnapoJieid. Ha anrnuiickom si3pike phishing yutaercs kak ¢GummHr (0T
fishing - peioHas mosis, password - mapoJnb).

OcHOBHBIE COBETHI IO 0OPHOE € (PUITUHTOM:

1. Cnenu 3a cBOoMM akkayHTOM. Eciu Thl mojo3peBaelib, 4YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBaTh €€ M COOOUIUTH AAMUHUCTpATOpam
pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Wcnonw3yit Oe3omnacHble BeO-CaliThl, B TOM YHCJIe, UHTEPHET-MAara3uHoB U
TTOMCKOBBIX CHCTEM;

3. Vcnone3y#t crokHbIe U pa3Hble mapoiu. Takum oOpazoM, eciu Te0si B3IOMAIOT,
TO 3JI0YMBIIIJIEHHUKH MOTy4YaT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPO(DHITIO B CETH,
a HE KO BCEM;

4. Ecnu Te0s B3710Mali, TO HEOOXOJAUMO MPEayNpeluTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE I00aBJIEHHI Y T€0S B IPY3bsX, O TOM, UTO T€Os B3JIOMAJIU U, BOBMOXKHO, OT
TBOETO UMEHH OYyJIeT pacChUIaThCS CaM U CChUIKU Ha (PUIIIMHIOBBIE CANTHI;

5. YcranoBu Haaexubii napoas (PIN) Ha MOOWIBHBIN TEne(OH;
6. OTKJII0UM COXpaHEHUe Maposis B Opaysepe;

7. He oTkpbIBail (ailsiel U Ipyrue BIOKEHUS B MUCbMaXx, JaKe €CJIM OHU MPULIUIHA OT
TBOMX Jpy3el. Jlydle yTouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TH (PalJIbl.



Mudposas penyranus

[Tu¢poBast penyranus - 3T0 HETaTUBHAs WU NO3UTHBHAs MHPOpPMAIUs B CETH O
tebe. Kommpomerupytomas uHdopmainus, pa3MelieHHas B HHTEPHETE, MOXKET
Cepbe3HBbIM 00pa3oM OTpa3uThcsl Ha TBOe peanpHON >ku3HH. "Ludposas
penyranus" - 3T0 TBOM UMUK, KOTOPbIN (popmupyeTcs U3 HHPpopMauu o Tede B
UHTEPHETE.

TBoe MecTO KHUTENbCTBA, yueObl, TBOE (PUHAHCOBOE IOJOKEHHE, OCOOCHHOCTH
XapakTepa 1 pacckasbl 0 OJIM3KHX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue nOAPOCTKM JIETKOMBICIIEHHO OTHOCATCA K NYOJIMKalMH JUYHON
uH(popmanuu B MHTEpHETE, HE MOHKMMAsT BO3MOXKHBIX MociencTBuil. Tol qaxe He
CMOJKeIIb IorafaTbcsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
IPUYUHON OTKa3a MPUHATH T€OS Ha padoTy.

KommenTtapuu, pasmeiienue TBoux ¢oTtorpaduit u Apyrue ACUCTBUS MOTYT HE
MCYE3HYTh JaXe MOCJE TOr0, KAK Thl UX YAAIUIIb. Thl HE 3HACIIb, KTO COXPAHUII 3TY
uH(pOopMaIuIo, 1Momnasna Jd OHa B MOUCKOBBIE CUCTEMbI U COXPAHHUJIACh JIM OHA, a
[JIABHOE: YTO MOAYMAIOT O TeO€ OKPYKAIOIIUE JIOAN, KOTOPhIE HANAYT U YBUIAT
sT0. Haiitn uH(pOpMannio MHOTO JET CIYCTS CMOXET JI00M - Kak U3 J0OphIX
noOyXIeHHH, TaK U C HAMEPEHUEM MPUYUHUTD BPEA. DTO MOKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI 10 3aIUTe NU(PPOBOI peryTauu:

1. Tloxymaii, mpexae 4eM 4To-TO MyOJIMKOBATh U NiepeaaBaTh y ce0s B OJIore win B
COIIMAJIbHOM CETH;

2. B HacTpolikax npoduiis ycTaHOBH OTpaHUYEHHS HA TPOCMOTP TBOET0 Npoduiis u
€ro COAEP>KUMOTO, CAeNail ero TobKo "mis npy3en’;

3. He pasmemaii u He yka3bpiBail uHOOpMAIMIO, KOTOpash MOXET KOTO-JTH00
OCKOPOJISATH MK OOMKATh.

ABTOpPCKOE IPaBo

CoBpeMEHHbIE MKOJIHHUKN - aKTUBHBIC MOJIB30BATENH IIU(PPOBOTO MPOCTPAHCTRA.
OnHako Jajlleko HE BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTMMH BO3MOKHOCTSIMU
uudpoBoro Mupa TpeOyeT CcoOJIOJeHUs TpaB Ha MHTEIUIEKTYyalbHYIO
COOCTBEHHOCTb.

TepmuH "UHTENIEKTyalIbHAsI COOCTBEHHOCTH'" OTHOCUTCS K Pa3JIMYHBIM TBOPEHUSIM
YeJIOBEYECKOT0 yMa, HauMHasi C HOBBIX M300pETEHH M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTb Ha MPOAYKTHI U YCIYTH, U 3aKaH4YMBasi KHUraMmu, Qororpadusimu,
KMHO(QUIbMAaMH U MYy3bIKaJIbHBIMU MPOU3BEICHUSIMM.

ABTOpcKHME TMpaBa - A3TO IpaBa Ha HHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEACHUS HAYKH, JINTEPATYPBl U UCKYCCTBA. ABTOPCKHME MPABa BBICTYIAIOT B



KayecTBE TapaHTUU TOTO, YTO HHTEIUIEKTYaJbHBIN/TBOPUECKUM TPy aBTOpa HE
OyIeT HampacHbIM, JAacT €My CIpPaBEMJIMBBIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ysibTaTax CBOEr0 TpyAd, MOJYYUTh W3BECTHOCTh MU mNpu3HaHue. Hukro 0Oe3
paspelIeHuss aBTOpa HE  MOXET BOCIPOU3BOJWUTH €0  IPOU3BEICHHE,
pacnpocTpaHsATh, MyOJIWYHO JEMOHCTPUPOBaTh, IPOJAaBaTh, HMIIOPTHPOBATH,
IycKaTb B MPOKAaT, MyOJIMYHO HCIIONHSTH, MTOKA3bIBATH/UCIIONHATh B dupe uiu
pasmemats B MHTEpHETE.

Hcnonp3oBanue "MUpaTCKOTO" MPOTPaMMHOIO OOECTIEUEHUS] MOKET MPHUBECTH K
MHOTUM PHUCKaM: OT TOTE€PH JaHHBIX K TBOMM aKKayHTaMm JI0 OJOKHPOBKU TBOETO
yCTPONCTBA, TJIe yCTAaHOBJICHA HellerajabHas nporpamMMa. He cTouT Takxke 3a0bIBaTh,
YTO CYIIECTBYIOT JIETANBbHBIE U OECIITIaTHBIE IPOrPaMMBbI, KOTOPbIE MOXKHO HAlTH B
CETH.

O nopraJe

CeteBrUuOK.pd - TBOU IJIaBHBIM COBETYHK B CETU. 371€Ch Thl MOXEIIb y3HATh O
0€30MacHOCTU B CETH MOHSATHBIM U JIOCTYIHBIM SI3BIKOM, a MPU BO3HUKHOBEHHU
KPUTUYECKON CHUTyalluu OOPAaTUTHCS 3a COBETOM. A TaKkXe MPUHATH y4yacTHE B
KOHKYpCax U CTaTh CaMbIM IIU(DPOBBIM IpakJaHUHOM !



